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Ornap npeseHTtauii
e OcHosHI gep>xxaBHi opraHu CLUA, aki HarnagatoTb 3@ BUKOHAHHAM
CaHKLi/ Ta EKCMOPTHMM KOHTPOAEM
e Knrouyosi Temu woao komnaaeHcy B CLLIA
e PekomeHaauil WOAO KOMMIAEHCY Bij Aep>kaBHux opraHis CLUA

o [Joaatok 1. CaHKLii/eKCNOPTHUN KOHTPOAb NPOTK Pocii nicas
NOBHOMacCLITabHOro BTOPrHeHHA B Ykpainy 24 ntotoro 2022 poky

o JlopaTtok 2: OCHOBM CaHKLiN/eKCnOopTHOro KoHTpoato CLLA
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OcHoBHi aep>xaBHi opraHu CLUA— caHKLiT Ta eKCNOPT KOHTPOJ1b

]
NPU3Ha4YeHHA

raH MIHICTEPCTBO ®IHAHCIB CLLIA MIHICTEPCTBO TOPIIB/II [IEPKAENAPTAMEHT
YNPAB/IHHA 3 KOHTPOMIO 3A BIOPO MPOMMC/IOBOCTI TA AVPEKTOPAT KOHTPOJTIO 3A
IHO3EMHUMW AKTVBAMM BE3MEKM (TDOP”B“E*O OSOPOHTH”X TCOBAP'B
(OFFICE OF FOREIGN AsSETS CONTROL (OFAC))  (BUREAU OF INDUSTRY AND SECURITY (BIS)) IRECTORATE OF EFENSE TRADE LONTROLS

(DDTC))

Trading with the Enemy Act (TWEA),
Int’l Emergency Ec. Powers Act Export Control Reform Act Arms Export Control Act
(IEEPA), etc.

MixKHapogHi npasuaa ToprisAi
36poeto

(Int’l Traffic in Arms Regs (ITAR):
22 CFR § 120-130)

MpaBuaa eKCnopTHOro KOHTPOHO
(Export Admin. Regs. (EAR):
15 CFR § 730-774)

1IE1:1%8 Foreign Asset Control Regs:
31 CFR § 500-599

CnuncoK rpomagaH ocobamsoi CnucokK ToBapiB, WO NianAratoTb
o717} KaTeropii €KCMNOPTHOMY KOHTPOJO
Specially Designated Nat’s (SDN) List (Commerce Control List (CCL))
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Cnucok boenpunacis
(U.S. Munitions List (USML))







Knrouosi temu wopo komnaaexcy 8 CLUA

[ ep>xaBHi opraHu

* MerTa cTBOpeHHA aTMOochepu cniBnpaLi 3 6i3HEC-CEKTOPOM
— KomnnaeHc € npobaema HauioHanAbHOI 6e3nekn
— bi3Hec — «Hawwi oui Ta Byxa»
e 3acobwu
— KomyHikauii
— OnybnikoBaHI AOKYMEHTU 3 peKOMeHAauifgsMM

— MoniTuka ctumynroBaHHA 6i3Hecy Ao cniBnpauyi

* A06pPOBIIbHE CAMOPO3KPUTTA MOPYLUEHb
* MOBIAOMJEHHA MPO NOPYLUEHHS IHWKX OCi6 (HOBa)
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KnrouoBi temu wopo komnnaeHcy B CLUA (npodossxerts)

bisHec
e KomnaHii pi3HOro piBHHA
* baxxaHHA BM3HAUYeHOCTI ane pi3Hi PiBHI pU3KKIB

« EkonoriuHe, couianbHe Ta kKoprnopaTtueHe ynpasaiHHA (Environmental, social,
and corporate governance (ESG))

* Oxonopxxytoummn edpekt (“chilling effect”)
— BuTpatn Ha koMnaaeHc
— CknagHi Ta HOBI BUAW CaHKLIN | NnpaBuA

— TPAEKTOPIA MOCUNEHHA CaHKL,IN
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PexomeHpauii Big MiHictepcrBo roctuuii CLUA (DOJ)

* Biaain kpumiHanbHnx cnpas MiHictepctBa tocTmuii CLLUA ony6baikyBaB «OLiHKY
Cuctemu komnaeHc y komnaHiax» 30 kBiTHA 2019 poky | OHOBMB NOrO B
6epe3Hi 2023 poky.

e Llen fOKYMEHT Ma€e JONOMOITY NPOKYPOPaM OLIHUTY CUCTEMY KOMMAAEHC
KOMMaHIi HA MOMEHT BUMHEHHA MPaBONOPYLLEHHS.

o [la€ yABAEHHA NPO Te, AIK KOMMaHIi MOBMHHI OLLIHKOBATU CBOKD CUCTEMY
KOMMAA€EHC

— Bwu3Hauae Tpu dyHAaMEHTaNbHI NMUTAHHS:
* Yn pobpe po3pobaeHa cucrtema?

* Yy 3abe3neueHa cncrema AOCTaTHIMM pecypcaMm Ta MOBHOBAXEHHAMM ANA
ePpeKTUBHOro QyHKLIOHYBaHHA?

* Yn cnpaBai Npautoe Ha NPaKTULL?
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PekomeHnpauii Big OFAC

o Y tpaBHi 2019 poky OFAC onybnikyBaB «PamMka AOTpUMaHHA
3060B'A3aHb WOA0 KOMMJIAEHCY>. Llen fOKyMeHT onuncye
OCHOBHI eneMeHTU epeKTUBHOI CUCTEMU KOMMAAEHCY:

— 3060B'A3aHHA KEPIBHMLTBA
— OuiHKa pu3nky

— BHYTPILWHIN KOHTPOb

— TecTtyBaHHA Ta ayauT

— HaBuaHHA
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PexomeHpauii Big OFAC (npodoexxeHHs)

 OFAC Bu3HaumB 10 HaMBaXNMBILWNX «OCHOBHUX MNPUYUYNH» MOPYLUEHD:

1.
2.
3.

8.
9.
10.

BigcyTHiCTb OiLiMHOT CMCTEMUN KOMMIAEHC

HenpaBuibHe TaymaveHHA abo HEPO3YMiHHA 3aCTOCOBHOCTI MPaBUI

CnpusHHa TpaH3akuiam (Facilitating) iHo3emHnx oci6 (y TOMy umchi yepes iHO3eMHI AOYipHI
KOMnaHii abo ¢inii)

Exkcnopt abo peekcnopT ToBapiB, TexHonorin abo nocayr i3 CLUA po oci6 abo kpaiH, aki
nepebysatoTb nig caHkuiamm OFAC

BukopucraHHa ¢piHaHcoBoi cuctemu CLUA a6o o6pobka naatexiB GpiHaHcoBMM ycTaHOBam CLUA
ANA 34IMCHEHHA KOMEPLIMHMX onepaLiiv 3a y4acTro ocib abo KpaiH, Aki nepebyBatoTb Nij, CaHKLIAMM

Momunakm, Nos’Aa3aHi 3 GinbTpaMm NepeBipKM CaHKLLIM

BiacyTHiCTb Haz1i@)XXHOT NepeBipKU KJi€EHTIB/3aMOBHMKIB (Hanpvkaaz, BAaCHOCTI, AIN0BUX onepauin
Towo.)"

AeueHTpanizoBaHi GYHKLIT KOMMNAAEHCY Ta HEMOCNIAOBHE 3aCTOCYBaHHA CUCTEMU KOMTJIAEHC
BrKOpUWCTaHHA HECTaHAAPTHUX NAATIXKHUX/KOMEPLINHUX NPaKTUK

BignoBigasbHicTb OKpeMux npauiBHUKIB abo KepiBHUKIB
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PekomeHnpauii Big BIS

e Y 2017 poui BIS onybaikyBaB nocibHWK «EnemMeHTn ebekTMBHOI CUCTEMMU
eKCMOPTHOIO KOMMIAEHCY» Y AKOMY BU3HAUYE€HO HaCTYMHI efleMeHTU ePekTUBHOI
nporpaMmu AOTPUMAHHSA €KCNOPTHUX BUMOT

— 30608B'A3aHHSA KepiBHMLTBA

— OuiHka pun3mnky

— [o3Bin Ha ekcnopT

— 36epiraHHA JOKyMeHTau,i

— HaBuyaHHsA

— Ayautun

— BwusABneHHs nopyLleHb | BXXUTTA 3aX04iB A5 BUPILIEHH: npobaem
— [MligTpMKa Ta B4OCKOHANEHHA CUCTEMU KOMMAAEHCY
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PexomeHpauii woao caHkuin npotu Pocii

o 2 6epe3Ha 2023 p.: MiHicTepcTBO TOPriBAl, MiHICTEPCTBO QiHAHCIB
| MiHicTepcTBO toCTULIT onybaikyBaan gokymeHT (Tri-Seal
Compliance Note) «[MpuayLieHHA CTOPOHHIX NocepeaHUKIB,
AKIi BUKOPUCTOBYBaJIUCA AN1A YXWU/IEHHA BiA caHKuUin Ha Pocito
| @KCMOPTHUU KOHTPO/Ib»

e Haronowye Ha NMABHOCTI WoA0 cnpob obinTn Nnoe’a3aHi 3 Pocieto
CaHKL,iT/eKCNOPTHMIN KOHTPOJIb | Monepea)kae Npo 3arajibHy

TaKTUKY, HanpuKnaa,
— [ligcTaBHI KOMMaHIi, pO3TalloOBaHi B TPeTIX KpalHaX, CTBEPAXYBaIM, LLLO BOHU
nocepeaHuMkM abo KiHUeBI KOpUCTyBaui

— KomnaHii HanoaAratoTb Ha TOMY, WO ToBapu ByayTb BUKOPUCTOBYBATUCH
ocobamu, AKi 3aMMar0TbCA AISNbHICTIO, WO NIANArAE MEHLL CYBOPOMY Harnaay
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PexomeHpauii wopa0 caHkLUin npotu Pocil (npodosxerHs)

— BignpaBaeHHA KOHTPOJIbOBAaHWX TOBAPIB PO34iaeHI Ha Kijibka MEeHLIUX
BIAMpPaB/ieHb

— 3MIHM B IHCTPYKUIT 3 AOCTaBKWN B OCTaHHIO XBUMHY, AKi cynepevaTb
ICTOpII KNIEHTIB a0 Ain0BIN NpakTuL,

— BigmoBa Bi 3BMYaMHOIO BCTAHOBJIEHHSA, HABYaHHA ab0 TEXHIYHOTO
obcayroByBaHHA npuabaHoro Toeapa

— TpaHcakuii 3a y4acTo KOMNaHiu, ki Mamxe He NPUCYTHI abo B3arani
He NPUCYTHI B IHTepHeTI
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OFAC Russian Sanctions Pre-2022 Full-Scale Invasion

« U.S.imposed sanctions on Russia in March 2014

— Limited sanctions blocking property of and transacting with select Russian and
Crimean individuals and entities.

— U.S. strengthened these sanctions in December 2014 to cover the entire Crimean
region.

— U.S. strengthened these sanctions again on February 21, 2022 to cover the
occupied parts of Donetsk and Luhansk oblasts.
« Sanctions focused on individuals/entities:
— Undermining Ukraine's security and stability

— Misappropriating Ukrainian state assets, conducting business, trade, or investment
in occupied Crimea

— Russian government officials; and
— Persons who operate in financial, energy, and defense sectors.
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OFAC Russian Sanctions Post-2022 Full-Scale Invasion

Feb. 24, 2022 invasion — Russia Harmful Foreign Activities Sanctions
e Four initial directives aimed at Russian financial institutions:

Directive 1A: Prevents Russia from raising funds or trading on U.S. primary or secondary markets and
prohibits U.S. financial institutions from engaging with the Central Bank, the National Wealth Fund, and
the Ministry of Finance;

Directive 2: Imposes correspondent and payable-through account sanctions on Public Joint Stock
Company Sberbank of Russia (holds ~33% of all Russian bank assets).

Directive 3: Prohibits U.S. persons from dealing in new Russian debt/equity; and OFAC imposed full
blocking sanctions on Alfra-Bank on April 6, 2022; and

Directive 4: Prohibits U.S. persons from transacting with the Central Bank, the National Wealth Fund, and
the Ministry of Finance.

» Two largest Russian financial institutions designated as SDNs:

VTB Bank (second largest with nearly 20 percent of banking in assets in Russia);
Sberbank (largest with nearly 33 percent of banking assets in Russia)
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OFAC Russian Sanctions Post-2022 Invasion (contd)

« OFAC designations have continued

— Key entities, individuals, vessels, and aircraft supporting Russia’s ability to wage war
and to develop its economy.

— As of Apr. 17, 2023, over 3,100 designations.

e Prohibitions on services

—  Blanket prohibition on supplying of certain services (absent an applicable general license) by a U.S.
person, wherever located, to any person located in Russia, excluding services supplied:

1. to any entity located in Russia owned/controlled by a U.S. person;

2. in connection with the wind down or divestiture of an entity located in Russia that is not
owned/controlled by a Russian person.

—  Prohibited services include:
« Accounting
e Trust and Corporate Formation
» Management Consulting
* Quantum Computing
» Specific services related to maritime transport of Russian crude oil/petroleum products
» Architectural and Engineering
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OFAC Russian Sanctions Post-2022 Invasion (contd)

» OFAC issues General Licenses (GLs) to prevent
“unintended consequences” from implemented sanctions.
Examples:

— GL 31 (May 5, 2022): Authorizes certain intellectual property-related transactions in
Russia that otherwise be prohibited and provided clarity to U.S. owners of intellectual

property.
— GL 13 (Updated Aug. 10, 2023) and GL 14 (Mar 2, 2022): Authorizes certain transactions
otherwise prohibited by and provided clarity to the intended scope of Directive 4

prohibitions involving the Russian Central Bank, National Wealth Fund, and Ministry of
Finance.

— GL 34 (Jun. 6, 2022) (expired). Authorized transactions necessary for a U.S. person to
provide wind-down services (accounting, trust and corporate formation, or management
consulting services) to persons located in Russia.

— GL 44 (Jul. 14, 2022): Authorizes all transactions necessary for a U.S. person to provide tax
preparation/filing services to any individual U.S. persons located in Russia.

DINSMORE & SHOHL LLP « LEGAL COUNSEL « DINSMORE.COM
© 2023. ALL RIGHTS RESERVED



OFAC Continues to Act to Counter Russia

OFAC collaborates with foreign partners to continue to discover and designate companies

circumventing sanctions.

— July 20, 2023: Four Kyrgyz firms designated for facilitating the reexport and transshipment
of dual use goods to Russia.

— April 12, 2023: Multiple Turkey-based entities designated for facilitating the transfer of
dual-use goods to Russia.

OFAC continues to actively update SDN list to counter individuals and entities tricking

U.S. companies.
— May 19, 2023: 300+ entities added for using front companies to obfuscate end user.

— Nowv. 14, 2022: Global procurement network blocked from procuring western technology
for Russian Intelligence Services through a network of global front companies based in
Russia, United Kingdom, and Spain.

OFAC continues to target Russian business activities.
— Aug. 11, 2023: prominent members of Russia’s financial elite (supervisory board members
of Alfa Group) designated.

— Aug. 11, 2023: Russia-based organization designated that en?ages in promoting import
substitution, technology independence and technology development in the technology
sector of Russian economy
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BIS Export Controls for Russia Pre-2022 Invasion

« BIS further restricted trade with Russia in 2014 after the annexation of Crimea.
— Policy denying export, report, or foreign transfer of certain items for use in Russia’s

energy sector;
—  Certain license applications are reviewed under a presumption of denial;

—  Consistent amending of EAR to expand license requirements on exports, reexports,
and transfers of items intended for military end use or military end users in Russia.
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BIS Export Controls for Russia Post-2022 Invasion

* In response to Russia’s 2022 invasion, BIS imposed stringent export controls on Russia
and Belarus.

Expanded license requirements and made license applications subject to policy of denial;
Expanded 'military end use’ and ‘military end user’ control scope to all items subject to the EAR;
Expanded Foreign Direct Product rules specific to Russia—the EAR'’s jurisdiction includes:

Products manufactured outside the US making direct use of certain U.S.-origin
software or technology; or

Products made in a plant where a major piece of equipment is a "direct product” of
such US origin technology or software.

Expanded reach of de minimis rules
- more items treated as “controlled U.S.-origin content” for de minimis calculations

For items destined for Russia, a foreign-produced item that derives more than 25
percent of its value from controlled U.S.-origin items is subject to the EAR.

¢ Added hundreds of Russian and other entities to the Entity List.
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BIS Continues to Act to Counter Russia

* BIS collaborates with national security partners to discover foreign companies
supporting Russia’s military.
— Added multiple Chinese companies to Entity List following intelligence report that
companies were providing U.S.-origin items to support Russia’s military.

— Recently added 71 entities to Entity List to counter risk entities posed of diverting
items to provide military support.

* BIS continues to actively enforce regulations.
— Suspended export privileges for a Florida company that claimed the end-user was in
Turkey, but acted to transship items to Russia through the Maldives.

— Suspended export privileges for foreign defense-related companies that falsified
export documents to evade export controls.
* BIS positions itself to strengthen supply chains and protect critical technology.

— Member of 2023 formed joint task force aimed at investigating and prosecuting
export control violations and working to prevent nation-state adversaries from
acquiring critical technology.
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ITAR—Russia Embargo

* ITAR embargo on Russia effective March 18, 2021

— Russia added to list of countries with which it is U.S. policy to deny licenses
and approvals for exports and/or imports of defense articles and defense
services.

DINSMORE & SHOHL LLP « LEGAL COUNSEL « DINSMORE.COM
© 2023. ALL RIGHTS RESERVED



30



OFAC Sanctions Regulations Fundamentals

e Administered by the Office of Foreign Assets Control, Dept. of Treasury

« Different sanctions programs prohibiting transactions and activities without a
license including exports, imports, trader brokering, and most financial
transactions with countries, entities, and persons
— Comprehensive (Crimea, Donetsk, and Luhansk regions; Cuba, Iran, North Korea,

Syria)
— Sector-Based (Russia, Venezuela)
* Post-2022 invasion broadened Russian sectors impacted
— List-Based (e.g., individuals listed on various lists including the master OFAC list of
Specially Designated Nationals (SDNs))
 Maximum Penalties

— Administrative: Varies, e.g., ~$356K/IEEPA violation or, if greater, 2X transaction value;
~$105K/TWEA violation (both inflation adjusted)

— Criminal: 20 years in prison and $1M per violation typically, but also varies by statute
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OFAC Sanctions Regulations Fundamentals (contd)

« Statutory authorities include:
— Trading with Enemy Act (TWEA)
— International Emergency Economic Powers Act (IEEPA)

* OFAC has certain extraterritorial jurisdiction

— U.S. parent companies for activities of foreign subsidiaries —
concept of “facilitation” violations of assisting prohibited
transactions or evading OFAC regulations.

— Secondary sanctions: blacklisting a non-U.S. person for engaging
in transactions that would be prohibited for a person subject to U.S.
jurisdiction
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Dual-Use Export Control Fundamentals

Export Administration Regulations (EAR)

- Administered by the Bureau of Industry and Security (BIS), U.S. Department
of Commerce

- Regulate exports, reexports, transfers
— Of dual-use commodities, software, technology, and services
— By U.S. and foreign persons

— "Dual-use” items have both commercial and military applications

- Controls on items by destination, end use, and end user
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Dual-Use Export Control Fundamentals (contd)

- Notable extraterritorial reach

— Applies to U.S. items even outside the U.S.

—  Foreign products with more than de minimis amount of U.S. content
- But, some items are not subject to the EAR include:

— ITAR-controlled military items

— Non-U.S. items

— Items with de minimis U.S. content

— published items (books, patented technologies, public software code,
etc.)
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Dual-Use Export Control Fundamentals (contd)

Commerce Control List (CCL)
— List of controlled dual-use items

— Items listed by Export Control Classification Number (ECCN): five-
digit alpha-numeric code that describes item and indicates licensing
requirements.

— If item is subject to the EAR, but does not fall within any specific ECCN
listed on CCL, then it is designated with “catch-all” ECCN of EAR99

e Maximum Penalties

— Administrative: ~$353K/violation or, if greater, 2X transaction value
(inflation adjusted)

— Criminal: 20 years in prison and $1M per violation, or both
— Denial of export privileges
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International Traffic in Arms Regulations (ITAR) Fundamentals

* Administered by the Directorate of Defense Trade Controls (DDTC), U.S.
Department of State
« Regulates export of defense articles, services, and technical data
* Items categorized on the U.S. Munitions List (USML)
— If an exemption does not apply, a license is required
— Licenses generally denied to certain countries
* Registration with DDTC
— Manufacturers of defense articles — even those who do not export -
must register with DDTC
— "Brokers” must also register

» Brokers are certain types of agents; a defined term in in the
ITAR
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ITAR Fundamentals (contd)

» Foreign person: anyone other than a U.S. citizen, lawful permanent
resident of the U.S,, or certified refugee

— Exports of technical data can occur in the U.S.
— Temporary imports of defense articles
e Maximum Penalties

— Administrative: over $1.18M per violation (an inflation-adjusted
amount)

— Debarment
— Criminal: up to 20 years in prison and $1M per violation, or both
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